NucTpykums
aAMUHHUCTpaTOpa 6e30nacHOCTH HHPOPMAIMOHHBIX CHCTEM MePCOHANBHBIX
AAHHBIX

1. OBIIUE MMOJIOXXEHUS

1.1. HacTosmmii 10KyMeHT pa3paboTaH B COOTBETCTBMM C HOPMAaTUBHBIMHM JNOKYMEHTaMH MO
6e30MacHOCTH MH(OPMALUU U ONpEIeNseT MOpsAAoK obecredeHHs 6e30nacHOCTH UH(pOpMALUU NIPH
IpoBENEHUH pabOT aAMHUHUCTPATOpOM 6€30MacHOCTH WH(POPMALMOHHBIX CHCTEM MEPCOHANBHBIX
JaHHBIX (manee — AB) B MH(OpPMAaLMOHHBIX CHCTEMaxX NepCOHaNbHBIX AaHHEIX (manee — MCII/IH)
MyHHLIUNANBHOTO OFOPKETHOrO YUYpEXACHUs! JONOJHUTEILHOrO obpasoBaHus «JleTckas Mikosa
nckyccTB Ne3y» ropona YensOuHncka (nanee — YUpeXxaeHue).

1.2. Cy6pexktamu goctyna K pecypcam HCII[IH sBasiotcs nonb3oBatend, Ab n
06CTyKMBAIOIIUH epcoHan (pabOTHUKH, OCYLIECTBIISIOIIME TEXHHYECKOE 00CIy)KMBaHHE, PEMOHT), B
COOTBETCTBUH C YTBEPIKACHHBIM [IEPEYHEM.

1.3. O6pabatpiBaemas B MCII[IlH uH(opMaLus OTHOCUTCS K CBENEHHUSAM, COCTaBIISAIOLINM
riepcoHaNbHble nanuble (aanee — [1/1H).

1.4. MamMHHBIE HOCUTENH C 3aluinaeMoi nudopmaiuet UMeroT noMeTky «I1J{H».

1.5. Ab naznauaercs [Ipukazom JlupekTopa YUpexIeHHs U MOJIy4yacT HEOTpaHUYEHHBIE TIpaBa
Ha foctyn k pecypcam UCIIJH.

1.6. Ab ocymiectBisier ofliee pyKOBOACTBO M KOHTpOJb 3a obecreueHHeM O€30MacHOCTH
uHpopmanuu npu pabote nonszosatencii MCII[AH u oOcnyxuBatomero nepcoHarna.

1.7. Meronuyeckoe  pPYKOBOACTBO MO  MH(POPMALMOHHOW  0€30MacHOCTH  OOBEKTOB
uH(popMaruzamnuu ocymectpiser Ab.

1.8. Ab umeer mnpaBo BHOCUTb MpPEIJIOKEHHUS IO H3MEHEHHUIO U JOMOJHEHHIO NaHHOM
Wuctpykunn, a Takxe «VHCTpYKUMH [Odb30BaTeNs...» U «MHCTpYKUMH 00CTy)KUBAIOILETO
IIEpCOHANA. .. ».

1.9. Ab npu opranusauuu u obecneueHUM OE30MAaCHOCTH IKCIUTyaTallMd IIH(POBAIBbHBIX
(xkpuntorpapuueckux) cpeacts B UCIIIH pykoBoacTBoBaThes TpeGoBauusmu [pukaza ®AIICU 13
uroHa 2001 r. Ne 152 u MHBIMH JOKYMEHTaMH, perlaMeHTHPYIOIUMHU obecredenne Ge30macHOCTH
KPHUIITOCPENCTB.

1.10. V3MeHeHHsd u JOMOJHEHHs K NaHHOH VIHCTpYyKUMH yTBEPXIAIOTCS B yCTAHOBJIEHHOM
NIOpsLIKE.

1.11. [IpaBo TonkoBaHMSA MONOXEHHH HacTosued VHCTpykiuu Bosnaraercs Ha JlupekTopa
Vupexnenus.

2. TEPMHHBI U OITPEJEJIEHUSI
2.1. Jdocryn Kk uH$popmManmH — BO3MOXHOCTD NOJTy4YeH!s MH(OPMALIMH U ee UCTIOIb30BaHHS.
2.2. 3ammnTa uHGOPMANNH — JEATEIBHOCTh M0 NPEJOTBPAIEHUIO YTEYKM HH(OPMALUH,
HECaHKLIMOHMPOBAHHBIX U HENpe[HAMEPEHHBIX BO3NEHCTBUH Ha HMH(OpPMALHUIO, TO €CTh MpPOLECC.
HalpaBJICHHBIA Ha JOCTHXKEHUE HH(OPMAIIMOHHOM 6€301MacHOCTH.

2.3. Undopmauua - cBenenus (COOOLICHHUS, [aHHBIE) HE3ABUCHMO OT (OPMBI  HX
NpEeNCTABIECHHUS.

2.4. Ilepconaabuble AaHHble — M00as HHPOPMALUS, OTHOCAIIAACA K TIPSIMO MM KOCBEHHO
ONpeleIEHHOMY WJIM ONpeNeIseMoMy (U3MYeCKOMyY JHILY.
2.5. Wudopmaunonnas cucTeMa MepcoHaIbHbIX JAHHBIX — COBOKYITHOCTb COACPIKALIMXCS

B 0azax JaHHBIX MEPCOHANBHBIX JAHHBIX M OOECHEYHBAIOMIUX HX 00paboTKy HH(POPMALMOHHEIX
TEXHOJIOTHH ¥ TEXHUUYECKUX CPEJCTB.

2.6. Hecaukumonupopauusiii gocryn (HCJI) — moctyn k uabobMmanuu xnamsmenca wa



pasuuuBIx THIAX HocuTesell (GyMaXHBIX. MAarHMTHbIX, ONTHHCCKUX 1 T. A.} B KOMIBIOTEPHBIX 6a3a>f
JAHHBIX. (afiIoOBBIX XPAHHIALIAX. APXMBAX. CEKPETHBIX 9aCTAX M T. L. PASTMUHBIX OPTaHM3ALMH
MYTCM I3MEHEHHS (MOBBIUEHIA. (anben(puKays) CBOUX NpaB A0CTyna. )

2.7. Hocnteap nudopmaunn — 1000l MaTepuanbHbiil 00BCKT HIH CPEAd, HCIONL3YCMbIH
ISl XpaHEHHS WK nepeaadn HaQopMalvn.

2.8. OGpaboTKa NEPCOHATLHBIX JAHHLIX — JII000E JSHCTBIE (Onepalust) UK COBOKYIHOCTE
AeicTBUi  (omepaunit), COBEPWIAEMBIX C HCMNOJIB30OBAHHEM CPEICTB ABTOMATHU3AlHU  HIIH be3
MCTIONB30BAaHMS TAkHX CPEACTB C [EPCOHAIBHBIMH  JAHHBIMH, BKIO4Yas cOOp, 3amuch,
CHCTEMATH3ALMIO. HAKOIUIEHHE, XPaHeHHe. YTOYHeHHe (OOHOBJIEHHE, M3MEHEHHE), H3BICUCHHE,
MCIIONb30BAHME. mepefady  (paclpocTpaHeHHe, IpeOCTABEHMe, JIOCTyn),  0Oe3nuuMBaHHME,
610KMpoBaHKe, ylaleHHe, YHHYTOKECHHUE IEPCOHATIbHBIX JaHHBIX.

2.9. CpeacTBo 3amNTH HHPOPMALNKA — TEXHUYECKOE, POrpaMMHOE CpeJCTBO. BELIECTBO U
(W:I1) MaTepHall. NpeJHa3sHaYeHHbIe HIH HCHOJIb3yeMbIe UTs 3auHTsl HHpOpMaUnH.

2.10. YHnuToKeHne nepcoHaIbHbIX AAHHBIX — IE€HCTBHS. B PE3YJIbTATE KOTOPBIX CTAHOBHTCA
HEBO3MOKHEIM BOCCTAHOBHTL COJEPIKAHHE [CPCOHANBHBIX JAHHBIX B HHGQOPMAUMOHHOH CUCTEME
NEPCOHAWIBHBIX [aHHBIX ¥ (MJH) B pe3yibTare KOTOPBIX YHUYTOXAIOTCS MATEPUalbHBIE HOCHTEIN
MepCOHAIbHBIX JAHHBIX.

3. TPEBOBAHUS K Ab

3.1. Ab o00s3aH 3HaThb U BHINONHATH TpeOOBaHUS JAEHCTBYIOLUHX HOPMATHUBHALIX H
PYKOBOIALUMX AOKYMEHTOB, a TaK)Ke€ BHYTPEHHUX MHCTPYKUHUH M pacniopsKeHMH, pernaMeHTUPY OIIX
NOpAAOK ZIeHCTBHH MO 3ammTe HWHpOpMauwu, B TOM 4YHcIe€ C HCIONb30BAHHEM INM(POBaBHEIX
(xpunrorpapuyecknx) CpeacTs.

3.2. ADB. He O3HAaKOMJICHHBIH C JaHHOH HMHCTpyKIMcH, a 7TaKKe ¢ U3MEHEHUSMH K
IOOMONHEHHUsIMHU K HeH, K pabore ¢ pecypcamu MUCII/H He nomyckaercs.

3.3. Ab ocyuecTBiasieT IOSK3eMIUIAPHBIH  y4eT CbEeMHBHIX MAaLIHHHBIX  HOCHTENCH
HH(OPMaUNHA. KPUIITOCPEACTR, IKCIUIYaTaUHOHHON U TEXHUYECKOH NOKYMEHTAUMH K HUM, KIFOYEBBIX
JOKYMEHTOB, HX YHHUTOXEHHE, IM00 KOHTPOJIb NIPOLEAYPBl UX YHHUTOWEHHS,

3.4. AD ocyniectisieT yCTaHOBKY M BBOJ B IKCIULyaTallMIO KPUIITOCPEICTE B COOTBETCTBUU C
SKCIUTYaTallHOHHON M TEXHHUYECKOH NOKYMCHTAIMEN K 3TUM CpelCTBaM.

3.5. ADb ocyuwecTBaseT NPOBEPKY TOTOBHOCTH KPUITOCPEACTE K HCHONB30BAHUIO C
COCTARNIEHHEM 3AKJIFOYEHHUH O BO3MOXKHOCTH UX 3KCIUTYaTalUH.

3.6. Ab ocymecTBiseT yyer IMI, JONYNIEHHBIX K paboTe ¢ KPUITOCPEIACTBAMH.
npe/Ha3HAuYeHHbIMU 71 oDecneueHus 0e30MacHOCTH NepCOHATbHBIX JaHHBIX, 00pabaThiBAEMBIX B
MH()OPMAIMOHHBIX cucTeMax Yupexnenus ([Tonpsosarenu CK3H).

3.7.  ADB ocymecTBaseT KOHTPOJIb 3a cOOMIOACHHEM YCIIOBHEH UCMONB30BAHUS KPUITTOCPEACTB.
IPEyCMOTPENHBIX 3KCIUTYaTallMOHHOH ¥ TEXHUYECKOH MOKYMEHTALMEH K HUM.

3.8. Ab o00s3aH HEME/UICHHO pearupoBaThb Ha COOOWIEHUA MNoJb3oBaTeNe O NIOOBIX
HEeUCNPABHOCTAX B paboTe OCHOBHBIX H BCNIOMOIaTElbHBIX CPEACTB ¥ cucTeM (jJaliee ~ OTCC u
BTCC). cpenctn samuts mupopMannn (nanee — C3M). CHCTEMHOrO M NPHKIAIHOTO MPOTPAMMHOLO
odecneuenus (nanee — [10) UCTT/n.

3.9. AD o0s3aH HeMe/UICHHO CTaBHTL B M3BECTHOCTb OTBETCTBEHHOrO 3a obecnevenue
0e30MacHOCTH MePCOHANBHBIX MAHHBIX YUpeXICHHA 000 BCEX HEMCNPABHOCTIX —allapaTHO-
nporpaMMHBIX cpencts CTIu.

3.10. Ab obs3an cTaBHTL B M3BECTHOCTb OTBETCTBEHHOrO 3a ofecreueHne 6e30nacHOCTH
gc;];/(I:OHaanmx MaHHBIX YUpEXACHNS 0 HEOOXOAMMOCTH MPOBEIeHHS PAGOT MO aIMUHUCTPHPOBAHUIO

3.11. Ab nmeeT mpaBo NMPOBOAMTH BHEIUIAHOBBIE NPOBEPKH paboTocnocobuoctd C3U n
cODIIIONIEHNS TIONB30BATENSAMHA TEXHONOTHH 06paboTiu [1)TH.

3.12. AB pazpabaTbiBaeT TNJIaHBl MEPONPUATHI MO AIMHHUCTPHPOBAHUIO M TEXHHUYECKOMY
00CIYXKHBAHHMIO aNMNapaTHBIX ¥ MPOrpaMMubIX cpenctd UCT1 I Vupexaenus.

3.13. AB obs3an B clyyae OTKa3a TEXHHUECKHMX CPEACTB HIH TIPOrPaMMHOTO obecnedeHus
snementos UCIT/In. B Tom unene C3W, npunumate Mepsl 1o ux CBOEBPEMEHHOMY BOCCTAHOBIEHHIO U
BBISBIICHHMIO MPUYHH. MPUBEALINX K OTKa3y paboTocnocobHoCTH.



3.14. Ab umeer npaso TpebopaTh NPEKPAILEHHS o6paborku I1/{H. KaK B LEJIOM, Talr( W s
OTICTBHBIX 1OJIB30BATEIEH. B Cyuae BbUABICHIA HapyWEHMH YCTAaHOBICHHOTO MOpPAAKA PAVOT WK
napyienust Gpynkunonuposanns MCIIJIH nin CPEACTB 3aLUMThL.

3.15. AB npHCYTCTBYET [PH BBINOJIHEHHH TEXHUYECKOTO OOCIYKMBAHMA EMCHTOB NCTH dx
CTOPOHHHMHM CIIENHAMCTAMH Ha TEPPHTOPHH Y UpeIACHHS.

3.16. AB ocyulecTBIAST pasOMparcibCTBa M COCTABNCHWC  3aKJIIOYEHHH 110 thakTam
HeCcOBIIOAeHHS YCIOBHI XpaHeHns HocuTenel T1JIH, Hapywenua mpasuil paboThl ¢ TEXHAICCKUME 1
uporpammueivu cpeactBamu MCITde, B ToM uncne ¢ C3M, uny no npyruM HapywEeHHSIM, KOTOPLIC
MOTYT MPUBECTH K CHIKCHHIO YPOBHSA 3allMIIEHHOCTH 11]TH.

3.17. B xoze ynpaenenus (aamuHuctpuposanus) cucremolt saumrel WCIIIan Ab 00s13aH
OCYLIECTBJIATS!

3.17.1. zaBemenme M  yJaJeHHE  YUYETHBIX  3allACEH  MO;IB30BATECNICH.  yNpAB/ICHHE
NOJHOMOYHAME noJib3osareseli UCIT/In # noanepkaniie npasun pasrpanudenus goctyna B MCLULu:

3.17.2. co3laHMe. NPHCBOEHHE M YHHUYTOKEHHE HASHTHU(QHKATOPOB [OJb30OBATENICH M
YCTPOMCTB. OJHO3HAYHO HX WAECHTH(PHLHPYIOLNX,

3.17.3. ynpasnenne C3U 8 VICII/IH. B TOM 4HCIe apameTpamu HACTPOUKH MPOrpaMMHOIO
obecrieyeHns. BKIouyas mnporpaMmuoe obecnedenne C3M, ynpasnende y4CTHBIME  3QIIHCSAMH
noJib3oBareeit, soccranorienne pabotocnocodnoctu C3M. rexepanuio, CMEHY W BOCCTAHOBJICHHE
naponei:

3.17.4. usMeHeHue ayTeHTU(HUKALMOHHOH uHPOpPMALKK (CPEICTB  ayTeHTH()HKALHH).
3a1aHHON MX MPOM3BOAMTENAMH H (MJIM) HMCHOJB3YEMOM I@pPH BHEIPEHHH CHCTEMBI 3alLHTHI
ungopmauwuu UCITH;

3.17.5. ycraHoBKy OOHOBJIEHMN MNPOTPaMMHOIO OO0ECHeYeHHs, BKJIIOUAs IPOrpaMMHOE
obecricuenue C3H, Beinyckaemsix pazpaboTunkamu (npoussourensmu) C3M unu no ux nmopyveHuro;

3.17.6. ueHTpanu3oBaHHOE ympaBjeHue cucremor 3awmthl uHpopmauuun HUCTAa (npu
HEOOXOAMMOCTH),

3.17.7. perucrpaunio 1 ananus codeiTui B UCTIJIH, ¢BA3aHHEIX ¢ 3aUMTOH HHOpPMALMH;

3.17.8. uHdopMmHupoBaHHE TnonB30BaTencit 00 yrposax 6e3onacHOCTH HHOpMALMH, ©
npaBilax dKCcIulyaTaudy cUcTeMsl 3amuTthl nHpopMauud UCITAH u otaensHbix C3U, a Takke ux
obyUeHHe,

3.17.9. conpoBoxaeHue HYHKUMOHUPOBAHHS CUCTEMEI 3atuThl HHPopMauuu UCTIEH B xone
ee OKCIUIyaTallu, BKJIIOHAs KOPPEKTHPOBKY SKCIUTYaTALMOHHOM JNOKyMEHTAlLlMM Ha Hee H
Opraln3audOHHO-PACIOPAAUTENBHBIX JOKYMEHTOB M0 3aHIMTe UHOOPMAIIUH.

3.18. B xo7¢ BBIABJICHHS MHIMIEHTOB U pearupoBaHus Ha HUX AB 00si3aH oCyIecTBASTS:

3.18.1. obuapyxeHue M WISHTHQUKALUI MHIHACHTOB, B TOM 4YHCIE OTKa3OB B
obcnyxuBanny, cboes (nepe3arpy3ok) B paboTe TEXHHYECKHX CPEACTB, IIPOrPAMMHOrO 00eCIICYEHHS
u C3W. wapywenuit npaBuil pasrpaHHYeHHs OOCTYNA, HENPABOMEPHBIX ACHCTRHIL MO cOopy
HO(OPMAMK., BHEAPCHHUH BPEOHOCHBIX KOMMBIOTEPHBIX [IPOrpaMmM (BHPYCOB) M HIBIX COOLITHIL.
IPNBOILIUN K BOSHUKHOBEHUIO HHUUAEHTOB;

3.18.2. cBoeBpeMeHHOE MH(OPMUPOBAHKE NIMII, OTBETCTBEHHBIX 32 BRISBICHUE HHUKICHTOR U
pearupoBaHMe Ha HUX, 0 BOSHUKHOBEHHM MHUMAeHTOoR B UCTTx:

3.18.3. aHanu3 MHUMIAEHTOB. B TOM 4YHCIE ONpele/ieHHe WCTOYHHKOB H  IPHUHH
BO3HUKHOBEHHS MHIIMAECHTOB, a TAKXXE OLEHKA UX MTOCIEICTBHIL;

3.18.4. mnanupoBaHME M NPHHATHE MEp MO YCTPAHEHMIO HHLHMACHTOB, B TOM YHCIE [0
BoccraHoBNeHMI0 MCIIJIH 1 ee cerMeHTOB B ciiyuae oTkasza B OOCAYXKHBAHUM WM TIOCHE COOEE,
YCTPAHCHHIO MOCIIEACTBHA HAPYUICHHUS NIPaBUII PA3TPAHHYEHHS JIOCTYIA, HElpaBOMEPHBIX nefcTauil
1o cOopy MHGOPMANMHK. BHEAPEHVS BPENOHOCHBIX KOMMBLIOTEPHBIX NPOrPAMM (BUPYCOB) U MHBIX
COOBITHH, NPUBOJAIIMX K BOSHUKHOBEHHIO MHIM/CHTOR;,

3.18.5. nnpaHMpoBaHHE ¥ MpPUHATHE Mep 110 NPeJOTBPALLEHHIO NOBTOPHOI'O BOZHUKHOBEHUS
MHLMJIEHTOBR.

3.19. B xome xoHTpons (MOHHTOpHMHra) 3a oOfecleueHHeM YPOBHS
unpopmauuu. conepxkaueiics 8 UCI1JIH. AB 06s3aH ocyecTBiASTh:

.
3.19.1. ananu3 M OueHKY GYHKUMOHMpOBaHWs cicTeMLl 3auwTsl undopmanun WUCTTn.

3alHUUECHHOCTH



BKJIIOUAY BBISIRJIEHHE. aHalli3 W YCTPAHCHHC HENOCTATKOB B beHKL[HOHPIpOBﬂHHH CHUCTEMBbI 3alUMTBI
napopmauny UCTIAH: )

3.19.2. mpoBepky paboTOCHOCOOHOCTH M MAapamMeTpoB  HACTPOMKH  IIPOrpamMMHOTO
obecneyenns. annapatisix H nporpammusix C3W UCT1H;

3.19.3. mpoBepKy cOCTaBa TEXHHYCCKMX CPENCTB, MPOrpaMMHOr0 00ECIEUEHHUS H C3U;

3.19.4. KOHTpOJNb UENOCTHOCTH TedaTed (IIOMO. Hakieek) TEXHHUYCCKMX — CPCICTB,
HCIIOJIB3YEMBIX ISl 00pabOTKHM NEPCOHANBHBIX NAHHBIX]

3.19.5. exeHeNeNbHOE OTC/ISKHBAHME MOSBIEHHs HOBbIX BHAOB yasBumocredt 110 UCIIIH.
[lo HeoO6xomuMmocTH AB NpOM3BOAMT YCTpPaHEHHME YA3BAMOCTCH COITIACHO PEKOMEHIALUAM
pa3paboTumMKa, B TOM HHCJe IyTeM YCTAaHOBKM OOHOBJEHUH NPOrpaMMHOr0 OOecredeHus CPeiacTs
3aLNTbl MHGOPMALKH, 00IECHCTEMHOIO IPOTPAMMHOr0 O0eCe eH s, IPHKIATHOrO IPOrpaMMHOro
o0eclICUeHUS MIIN MHUKpPONpOTpaMMHOI'O 00€CIICUYSHHA TCXHHYCCKUX CpCACTB. B kayecTBE HCTOUHHKOB
nHpopmaLry 06 Y3BAMOCTAX IOJDKHBI HClIONB30BATECA ONMYONHMKOBAHHbIC [NaHHBIE Pa3pabOTUMKOB
cpeAcTB 3aluThl HHpOPMaUUH, OOIIECHCTEMHOrO. NMPUKNAJHOrO M CIEHHANBHOIO IPOrpamMMHOro
obecneueHus, TEXHHUECKHX CPEACTB, a TAIOKE ApYTHe 6a3bl JaHIbIX yA3BHMOCTCH;

3.19.6. nepuonnueckui aHanus H3MeHeHHs yrpos OesonacHoctu uiigopmaunu B MCIIH,
BOZHHMKAIOLIMX B XOJ€ €€ IKCIUIyaTaluHMH, ¥ [PHHATHE Mep 3aluMThi MHPOpMALMM B Clyuae
BO3HUKHOBEHHUS HOBBLIX yIpo3 6€30nacHOCTH HHPOPMALUH;

3.19.7. xoHTponb 3a cOOBITHAMH O€30MacHOCTU H HeHcTBHsiMU nosb3oBatenedi B ICII/H. B
yacTHOCTH, AB 00f3aH OCYIIECTBNATL MOCTOSHHBIR KOHTPOJIb 3a BBIMOJHCHUEM MOJIB30BATEIAMH
YCTAHOBJICHHOTO KOMIIJIEKCE MEPONPUATUH 110 obecnieueHuI0 0e30IacHOCTH HH(popMaluu:

3.19.8. KOHTpOJb (AaHAIN3) 3aLMINEHHOCTH HH(opMaruu, cogepxatieiics B UCIT/H;

3.199. noxyMeHTHpOBaHuE€ NpoLEAYyp U pe3yiabTaTOB KOHTPOJIS (MOHHMTOPHHTA) 3a
obecrneyeHHeM ypPOBHSA 3allylleHHOCTH HHpopMauuu. cogepxauterics B UCI/IR;

3.19.10. npuHATHE pEIEHWs MO Pe3yIbTATAM KOHTPOJSA (MOHUTOPHMHIA) 3a 0O0eClEeYeHHEM
YPOBHS 3aLHILEHHOCTH MH()OPMALHH O J0padOTKE (MOMEPHUIALMH) CHCTEMB] AU TEl MH(OpMALHH
WUCIIAs. nostophoit arrectauuy HCITJIH uan npoBeACHUH JOTOMHHTE IbHbIX ATTECTALHOHHbIX
HCNLITAHMH.

4. JOCTYH K PECYPCAM UCIIH

4.1, OOs3arenpHBIMU YCIOBUAMH NosTy4eHus gocryna k pecypcam UCIIIu AB spnstoTcs:

— IIPaBO JIOCTYIIA B IIOMEILEHHE;

~ Hanmu4ue gonycka x [1/]H:

- 1paso gocryna k UCII[n;

- 3HAHWE TeXHONOTUH 06paboTku uHbopmauuu B HCIIlw ¢ yuerom TpeGoBanuii
“H(OPMALIMOHHOM Ge30TTacHOCTH.

4.2. Wpentuduxauns ABb B MCIIJIH ocywecTBiseTcs MO YHUKAILHOMY HMEHH
IIEPCOHANBHOMY HAESHTUDHUKATOPY (NIPU eTO HAIMUMHK).

4.3. Jnuna napons AB 1 Becex nosnb3oBaTtenci — He McHCC G GYKBEHHO-IH(POBBIX CHMBOIOR.

4.4. VYuuKanbHOE MMS. NEPCOHANBLHBIM HACHTHGUKATOP (NP €ro Hamuuuu) H napols AB
NONY4acT B yCTAHOBIEHHOM nopsiake. Ab 00f3aH HX NOMHUTB U He JONYCKAThL PacKphITHS, He
RONYCKACTCA 3alUCh Ha KAaKUX-THOO HOCUTENSX B LIEJsIX HAlOMMHaHMs. Bo BpeMs BBOJA Mapoisi Ha
KJlaBpuatype JO/KHA ObITh HCKAHOYEHA BO3MOXHOCTH €ro IPOCMOTpa APYTHMH Juunamu. He
JONYCKAaeTCA  OCTaBieHHe 6e3  MnpucMoTpa M Iepefada APYLHM  JIMIAM  IEpPCOHATBLHOTO
H/ICHTH(PUKATOpa (IPK €r0 HANTUUUM).

4.5. llpu yrepe MMM NOMO3PEHUH HA YTEUKY CROETO HUMEHH, napoJis UM NEPCOHAIBHOTO
HIeHTH(UKaTOpa AB J0MKeH HEMEUICHHO H3MEHMTH CBOM HACHTH(UKALMOHHBIE JAHHLIE W
NPOKOHTPOJINPOBATH BOZMOKHBIE W3MEHEHNS B HacTpoitkax C3U.

4.6. Peructpanus nonssoBatens ocyuectrasercs AB B cooTBeTcTBHU ¢ «MHCTpYKIHEH 110
OPraHM3alii NapOJIBHOH  3AUIUTED M COCTOMT B ONPEJCICHHH HMMEHM PECHCTPHPYEMOro
HOJIL30BATENS, IPUCBOCHHUHU €MY TNEPCOHAJILHOTO IACHTHHKATOPA (MIPU €r0 HANHYHKY) W HAZHAYEHUU
napoJs.

4.7. Tipw 3aBeneHHH HOBOM yueTHOM 3anucu. AB 1omken [IPOBEPUTH JIMYHOCTH MOIH30BATEIS
U ero TPYIOBLIE 0GA3aHHOCTH.



4.8. llepecmotp u, npu HeoOXOMMMOCTH. KOPPEKTUPORKA YUETHBIX 3allicei IOJIB30BaTENEH
npoussoAnTces AB He pexxe 0JHOTO pa3a B 6 MECANEB U 10 MepE HeS)GxonHMOCTM.

4.9. TlpenocTaBieHUE MONL30BATENNM IPaB IOCTYNA K OOBEKTaM J0CTYIa VCIIOa no1KHo
OCYIUIECTBIIATHCS HA OCHOBAHHHM 3aa4. pellaeMBIX [10JI530BATENIAMH. )

4.10. Ab He uMeeT mpaBa TpebOBaTh y I[OJIb30BATENEH DPACKpbITHsi HX IApOJICH, a TAKKC
rnepefadd €My NEepCOHANbHBIX HACHTHGHKATOPOB (IPH HX HATHYHH), KPOME CIydas H3MEHEHHS
UJICHTH(HUKANNOHHBIX JaHHBIX.

4.11. AB umeeT paBo TpeGOBaTh Y [10Ab30BATENA M3MECHCHHSA €r0 NapoJii, HO HC UMCCT [1pasa
CaMOCTOSITENIEHO U3MEHATh €0 11apolib.

5. OPSJIOK PABOTBI Ab C PECYPCAMU UCITAH

Huxe mpHBoauTCs nepedeHs paboT. npounsBoaumMbix AB ¢ pecypcamu MCT1/In.

5.1. IIpomepka pa6oTocrnocofHOCTH H HACTPOIiKA cheTeMbl AocTyna K pecypeam MCIL/(n

Ab npucpanpaer monb3oBarensM HaeHTindukauuonsle nanHeie K pecypcam WCITn. Ilpu
3TOM JI0JUKHB! BBITTOJIHATHCS CIICYIOIINE TPEOOBAHHMA:

- AB onipejienseT NONUTHKY M3MEHEHHA YHYETHBIX JAHHBIX IOJb30BAaTENCH U NEPUOTHYUCCKU
KOHTPOJIMPYET ee COOIIO/ICHHE;

- AB coobmaeT nonb30BaTeNO €ro YHUKAJIbHOEe UMA M [PEea0CTaB/IsIeT BO3MOXHOCTE 3a4aTh
apoJib, Jajee KOQUPYET NepCOHANBHBIN HACHTH(UKATOP (IIPH €T0 HATMYHH) I10JIL30BATEIIS;

- K3MEHEHHE VYYETHBIX [aHHBIX [0Ib30BATENs Mpou3Boyiutcss Ab 1o TpeboBanMIO
OTBETCTBEHHOIo 3a OO0ecledyeHue O€30IacHOCTH HEePCOHAIBHBIX AAHHBIX YUPEXJCHHS, A TaKKe
MePHOAMYUCCKH 10 YTBEPKICHHOMY IUIAHY U B Cliy4ae yBOJbHEHHS paOOTHHKA;

- ADB umeeT mpaBo B IENAX TECTUPOBAHMS YSI3BUMOCTH CHUCTEMBI JOCTyNaA (BBISBICHHE
NPOCTEHNIMX TNapojeH) NPOM3BOAMTh MOMBITKH B3JIOMa Iapoiiel NoNnp30BaTesiel, €CiIM IMOIbITKA
B3.I0Ma Oblna ycrenrtHoH, Ab 0043an noTpe6oBats y IOJIL30BATEN U3MEHEHHE [1apOJIs.

5.2. IlpoBepka padoTOCNOCOGHOCTH M HACTPOIKA anNMapaTHbIX u nporpaMMmubix C3U

ADb o6s13aH nepen HauaaoM paboT BKIIOYKTH U yOEeAUTHCA B pabOTOCIOCOOHOCTH aIllapaTHBIX
C3U. B ciiyuae c6ost — pabOThI IIPEKPATUTS.

B cnyuae c6oa C3W. Takux, Kak HenpaBHIbHas UAEHTA(HKALUS HOb30BaTelei, Ab 06s3an
[PUOCTAaHOBUTE 0OpabOTKy 3amumacMod MH(pOPMALMU 0 YCTPaHCHHS HEHCIPaBHOCTH. B ciiyvae
IPOM3BOACTBEHHON HEOOX0AUMOCTU — OTKIIOUUTE C3U 1 TMUHO KOHTPOIMPOBATEL MPOREIeHKE PaboT
IOJIL30BATEISIMM.,

5.3. AHTHBHpYCcHas 3amuTa pecypcos HCIITu

ADb paspaGaTreiBacT 1 KOHTPONHPYET peannu3aliio aHTHBUPYCHOMN [IOJHTHKH, 4 HMEHHO:

— HacTpauBaeT IapaMeTphbl aHTUBHPYCHOM MPOTPAMMAEI;

— KOHTpOIMpYyeT paboTOCIOCOOHOCTE aHTUBHPYCHOMN MPOTPaMMEI;

— HEME/UICHHO Pearupyer Ha COOOIIEHHMs [T0Ib30BaTENeH O IOA03PUTENBHOM HoBeaeHHM [10).
a TaKKe O NOABJICHUM JIHOOBIX  COOOINCHMH  aHTHBHPYCHOW IIPOrpaMMbl U [IPUHHMAET
COOTBETCTBYIONIUE MEPBL,

— HUMEET NIpaBo Ha MPOBEAEHUE BHEMIAHOBOMH NIPOBEPKHU HA HAJIMYHE BHPYCOB;

~ TCPUOANYCCKH (OMH pa3 B HEAENIO) KOHTPOIUPYET KOPPEKTHOCTh MPoLecca 0GHOBICHHUS
aHTHBHPYCHBIX 0as3, a Tax)Ke UCMONHAEMBIX MOIYNEH AHTUBUPYCHOM IIPOrpaMMBbL.

5.4. Xpanenue guerpubyTiBos nporpaMmioro odecneuenus C3U

Ab nomken XpaHWTh AMCTpuGYTHBEI mporpammuoro obecnedenus C3M m mpuxiaazoro
NporpaMMHOro obecneucHus, ycraHoBneHHoro B MCII/In YupesxaeHus B MecTe, HCKIIOUAIOILEM
HAOCTYI IMOCTOPOHHHUX JIHIL.

5.5. Ilpomepka HeTOCTHOCTH CHCTEMHOIrO H NpUKIagHoro I10

KonTtpomo uenocthoctn noanesxar daitss: [10 UCTI/n ¢ pacmupennsmu: *.exe. *.com, *.dll,
*.sys, *.vxd. *.drv u3 karanoros: Windows, Program Files.

5.6. PeseprHOe KONMMPOBAHME H BOCCTAHOBIEHHE HHOPMALMH

PeszepBHOE KONMpPOBaHUE MPOU3BOAUTCS PETYISAPHO C 3aTAHHON IEPUOAHYHOCTBIO, 4 TAKKE B

Ciiydae NpPOM3BOACTBEHHOH HeoOXOZMMOCTH. IlpH 3TOM HCOGXOMMMO BBIIONHATH CIENYIOIIME
TpeboBaHus:



- obazaTeNplioe  PE3EPBHOC  KOMMPOBAHWE IIPOMU3BOAMTCS B - CIIydac OOHAPYKEHUS
HeycnpasnocTed B padore IIDBM uimn 0T49y R 1a¢MBbIX MallHHHbIX HocHuTec (manee — MH);

~ jomyckaeTcs OGOCHOBAHHOE BHEIIAHOBOE PE3EPBHOC KOMMPOBAHHCE uHOpMaLMH KaK M0
MHMIMATHBC TIONb30BATENs. Tk i AB. ecin 5To He HapylIaeT TEXHOIOTHIO 00PabOTKY UH(OpMALIHH:

— pesepBHBIC KOMHMH MONb30BATENbCKOH HHpOpPMaLuu M HHpOpManyH olepalyOHHON
CHUCTEMBI XPaHATCH Ha yUTEHHBIX BHEIIHUX MH:

— OTBETCTBEHHLIM JIALIOM 33 XpaHEHWe pe3epBHBIX konuii AsnsgeTcs Ab.

1To mepe yctpanenns HencnpasHocTed [I19BM AB npou3BoauT BOCCTAHOBICHHE uHpOpMaALUH
OrPAHUYEHHOIO JIOCTYIIA C PE3EPBHBIX KOIIHH.

BoccraHossiense paboToCHOCcoOROCTH (IIPABHIBHOCTH (YHKIMOHUPOBAHUS) U TapaMeTpoB
HACTPOMKH IPOrPAMMHOTO OOECTIEUeHHs B CPEACTB 3allUThl MH(OpManuu (HPH HEOOXOXMMOCTH),
IIPOM3BOAKTCS. B TOM UMCIIE ¢ UCIIOJIL30BAHMEM PE3EPBHBIX KON U (M) IMCTPUOY THBOB.

AB  paspemialoTcsi JIEHCTBAS B OOXOA YCTAHOBIGHHBIX MPOLEAYP HACHTH(QUKALKK H
ayTEeHTU(HUKaLMH. HEOOXOAMMbIE  TOJNBKO AN BOCCTAHOBICHHA  (YHKIHMOHHDOBAHHSA
#HDOPMALIMOHHOH CHCTEMEBI B CiTydae cO0eB B pabOTE MM BHIXOJE M3 CTPOs OTAEJIBHBIX TEXHUYECKHX
CpENCTB (YCTPOHCTR).

5.7. Kou¢urypuposaune HCIIXn

KoHurypanoHHOW  CIMHHICH  SABAMIOTCA  YCIyrH. oOOpyHOBaHHE,  MPOrPaMMHOE
ofecrnieyeHne. 3aHns, TOAM, JOKYMEHTHI ¥ IIP.

VipasneHde W3MEHEHHSMH KOH(HUTYpaldi OCYIIECTBIsSET OTBETCTBEHHEBII 3a obecmeueHue
OesomacHOCTH. [lnaHHpOBAHHE pEAIN3AIMH MW HEMOCPEACTBEHHO pealu3alus He0OXOIHMbIX
HU3MEHEHHH Bo3naraercs Ha Ab.

B xone ympapneHuss KOH(pHryparyel arTeCTOBAHHON HMHQOPMAUMOHHON CHCTEMBI M €€
CHCTEeMBI 3a1MThI HH(popManuu Ab 0043aH 0CyLIECTBIIATS:

— nogaepxanne Koupurypaun WCIIH 1 ee cucTeMbl 3alMThl HHPOPMAUUU (CTPYKTYPHI
cucteMsl 3amuThl pHpopMmanuu UCII/H, cocTaBa, MECT yCTaHOBKH U IapaMeTpoB HacTpoiixu C3U.
IPOTPaMMHOr0 ODECIEYCHHsT U TEXHUYECKHX CPEJCTB) B COOTBETCTBHH C OKCIUIYaTAMOHHOM
JOKyMeHTaluel Ha CHCTEMY 3aluThl HH(popMaluy (rnoaaepxxanne 0asopoi koHpurypauuu MCITJIH
€€ CHCTEMBI 3allUThl HE(pOpMaLUn);

— ynpaepjeHue H3MeHeHUsMH Oazopodt koH(purypauuu WCII[IH u ee CHCTEMBb! 3aIMTHI
uHdopMalK, B TOM HHCJE ONpPENCNICHUE THIIOB BO3MOXHBIX H3MEHEHUH $a30BO#t KOHHIypauun
WCIIOn n ee cucTeMp! 3alUTH HHGOPMALMH, CAHKIIMOHUPOBAHKE BHECEHHS U3MeHEHHI B 6a30BYO
koH(purypauno MCIIJIH u ee cucTeMbl 3amuTel HHQOPMAUMH, JOKYMEHTHPOBAHHE IEHCTBUEH MO
BHECEHUIO H3MeHeHud B OazoByro xoHburypamuto VICII[H u ce cucTemsl 3awmThl MHGOPMAIMH,
COXpaHCHHE JaHHBIX 00 u3MeHeHusX Oazopoit kKoHurypamud MCII/IH # ee cUCTeMBl 3almyUTHI
HHQOPMALIMHK, KOHTPOJIb IEHCTBHHI IO BHECEHHIO H3MEHEHHIT B 6a3oByto koudurypaunto UCITJu u ec
CHCTEMBI 3allMTh] HH(POPMALIHU;

— QHANM3 NOTCHUUANBHOTO BO3ACHCTBIS NUIAHHPYEMBIX H3MEHEHNUI B 0a30BOl KOHbUTYpanun
VCTI/IH 1 ee cucTeMB! 3alIHTH HHPOPMALINK Ha 0OECIICUCHHE 3AIIUATEl MH(BOPMALH, BOSHUKHOBEHHE
AONOTHUTEIIBHBIX YIPo3 Oe3onacHOCTH HHpopMmaniu u padborocrnocobrocts UCITJIH;

— ONPENIENICHUE NTapaMeTPOB HACTPOWKN NPOrPaMMHOr0 00eCIeYeHH s, BKIIOMAs TPOrPaMMHOE
obecnieyenue C3M, cocTaBa ¥ KOHMUTYPAIME TEXHHIECKUX CPEICTB H MPOrPAMMHOIO 00eCreueHus
A0 BHECEHUA U3MEHEHUH B 0a30BY10 koHurypanuio VICTI/In 1 ee cucteMsl 3a1uTh! HHGOPMAITHIL;

— BHeECeHHe UH(OPManuM (TaHHEIX) 06 H3MEHEHHsX B 6a30Boit koHdurypammu UCI1/IH U ee
CHCTEMBI 3aLMThI HH(OPMALIHH B IOKYMEHTALIMIO Ha CHCTEMY 3amuThl nadopmanun UCIT Tx;

— TPUHATHE PELUCHUS 10 Pe3yJIbTATAM YIPABIEHRS KOHQUTypaIHeil O ITOBTOPHON a1TecTallMu
VCTIn nnu mpoBeeHUH AOMONHUTENBHBIX ATTECTAIIHOHHBIX HCIIBITAHMH,

O6513aHHOCTH 110 YNPABIEHHIO H3MEHEHHAMH B ANIaPaTHOM H IPOIPAMMHOM 0GECTIeYeHHH |
BCCX DJIEMEHTAX NOKYMEHTAllMH, KOTOPbIC CBA3aHBI ¢ pabGoOTOH, MOIEPIKKON M COTMpPOBONKICHHEM
CHCTEM. HaXOAALIMXCS B DKCIUTyaTalluu, Bozyaralotcd Ha AB. ITpu BO3HMKHOBEHHU HEOGXOAMMOCTH
n3Menenus koHpurypanuu MCTIH, atrecroBannoll no TpeGOBAHUAM 6e30MACHOCTH HH(pOpMAIHH.

ADB cornacosbiBaeT IIJIaHUPYEMBIC H3MEHECHHUI C PEANPUATHCM-JTIUTIEH3UATOM., IIPOBOAUBIITNM
ATTCCTAMHOHHBIC UCIIBITAH UL,



5.8. Buisoa pecypcos HCI/IH n3 sxenuyaTausu

IIpyn HEBO3MOKHOCTH PEMOHTA Pa3N4YHBIN PECYpPLos UCTIIn AB obsizaH:

~ ¢u3muecKd YHHUTOXKATh JH00sie MH. He3aBHCHMO OT cozepxkatieitcss Ha HuX HHPOPMaLHK.,
KapTPU/KA PHHTEPA, MHBIE KOMILUIEKTYIONIHE MOTYT OBITE HCHOJIB30BaHD! 3a TIPC/CIaMH UCIIH;

~ (akT BbIXOJA M3 CTPOA W 3aMEHbI 00OPYOBAHUs NOIKCH OBITH OTPAXKEH B TexHUYECKOM
nacriopte Ha UCT1/IR.

5.9. PearupoBanne HA cGOM NPH PeTHCTPALHH COGLITHI Ge30MACHOCTH

Pearnposanne Ha cGou IPH PErHCTPaLiK COOBITHI O€30MaCHOCTH OCYIIECTBIAETCS Ab nytem
M3MCHEHHs [apaMeTpoB cOopa. 3annucy ¥ XpaHeHHs HH(bopmauu o COOBITHAX O€301acHoCTH B
skypratax C3U or HCJI, B TOM 4ucie OTKIIFOUEHHE 3alHCH MHQOPMAUUH O COOBITUAX GE30MacHOCTH
oT wactd KomrmoHeHToB MCIIJIH. 3amych [OBEPX YCTApeBIINX XPaHMMBIX 3anucedl coObITHH
©e3011acHOCT.

B ciiyuae BBIABIEHHMA NPU3HAKOB HHLMAEHTOB GesonacHocTu, Ab obs3an:

- HEeMeNJIEHHO yBEJOMMTD JupexTopa YUpexIeHUs 0 JaHHOM (aKTe,

— O BO3MOXXHOCTH B MAKCHMAaJhHO CXKATble CPOKH YCTAHOBUTE NPHUUMUHY BOZHUKHOBEHMS
UHIMAECHTa H HCK/IFOUUTH BO3MOXKHOCTD €r0 IOBTOPEHUS,

- BoccTanHoBUTh padoTocnocodHocTs MCIT)IH;

- MO OKOHYaHMM padoT mo BoccTaHoBIeHHIO paborocnocobnocT MCII/IH mpowssecTd
3alHCh B COOTBETCTBYIOMIHNX JKypHasax.

6. JEMCTBUS [IPU OBHAPYKEHHH ITOIBITOK HC/I

6.1. K nonbiTkam HECAaHKLHOHUPOBAHHOI'O AOCTYIIA OTHOCSTCA:

~ ceadcsl padorel ¢ MCILJJH He3zaperucTpypoBaHHBIX I10J1b30BaTeNICH, MONBL30OBaTENEH.
HapyIIUBLIMX YCTAHOBJICHHYIO NEPHOOUYHOCTD A0CTYIA, WIH CPOK ACHCTBUA MNOJHOMOYHH KOTOPBIX
BCTEK, MK IPEBHLILAIONIMX CBOH [TOJIHOMOYMA 110 JOCTYIY K JAHHBIM;

— JejiCTBMA NOCTOPOHHETO JIMLA, NBITANIIErocs MOJYHUTh AOCTYN (MM YXKe MOJy4YUBLIErO
nocryn) x MCIIJIH. npy UCIIONB30BAaHHMM Y4€THOH 3anucd agMHHHCTpatopa OezonacHocTH WCITIH
win  gpyroro nons3oBarenss MCII[H, meTonom noaGopa napons, HCHOABIOBAHUS Hapois.
pasrialeHHOro BlIajeNbleM YHETHOH 3aUCH UITH JIIOOBIM APYTHM METOJOM.

6.2. Tlpu BeIABNICHUM (DaKTa HECAHKIHMOHUPOBAHHOTO J0cTyNna Ab obs3an:

~ Mpeceyb JanbHeHIUif HecaHKIIMOHHUPOBaHHBIA noctyn Kk MCITH;

— JOJIOXMTh OTBETCTBEHHOMY 3a oOecneueHHe ©Oe30MacHOCTH [MePCOHATIBHBIX JAHHBIX
YupexaeHus ciyxeOHoH 3amuckoif o akTe HECAaHKUMOHHPOBAHHOTO JOCTYIA, €r0 pe3ylbTare
(YCUCIUHBIM. HEYCIIEINHBIN) W TIPENNPHHSATHIX ACHCTBUSX;

— M3BECTHTL PYKOBOJMUTENS CTPYKTYPHOTO —IOApa3JcNeHus, B  KOTopoM  pabGoracT
MoJb30BaTeNb, OT HWMEHM YYETHOH 3amMcM  KOTOporo  ObITa  OCYLIECTBIEHA  IIONKITKA
HECaHKLHOHNPOBAHHOIO AOCTYNA, O (PaKTe HECAHKLIMOHUPOBAHHOTO TOCTYIIA.

7. OTBETCTBEHHOCTb
7.1. ADB HeceT nepcoHaIbHYO OTBETCTBEHHOCTH 34!

~ COXPaHHOCTb HOCHTeNeH MHQOPMAlMH M cofepialleiics Ha HAX uMHpOpManuu B pabouee
BpeMS;

- HecoOmozeHne TpeGoanuit HaHHOH WHCTPYKUMH M HEmpaBOMEpHOE HCIOJNE30BAHHE
pecypcos UCI1/In;

~ CpeAcTBa 32K Thl HHOpMauuy, npumensemsle 8 UCTTn Yupexnenus;

- Ka4eCcTBO NPOBOAMMBIX PabOT M0 06eCIEUEHHIO Oe30MACHOCTH NEPCOHABHBIX JAHHBIX H 32
BCC ACUCTBHS. COBEPIICHHBIE OT NMeHH yueTHOH 3anucu Ab B UCII/IH. eciu ¢ ero ¢cTopoHs! He 65110
UPEONpUHATO  HEOOXOAMMBIX  NEHCTBHH  /UIS  TpeJoTRpaIleHUS HECAHKIIMOHUPOBAHHOTO
HCIIOJIE30BAHUS YYETHOM 3aMHUCH.

7.2. Ab npu HapylleHUM HOPM, pPEryTHPYIOLIAX nony4yenue, oOpaboTKy W 3amUTy
NEPCOHATBHLIX JAHHBIX CYOBEKTa, HECET NMCLUMIUTHHADHYH, aJMHHHCTPATHBHYIO. IpaXkJaHCKO-

[IPaBOBYIO H YrOJIOBHYIO OTBETCTBEHHOCTH B COOTBETCTBHM € 3aKOHOJIATENHLCTBOM PoccHiickoii
Penepaunn.





